
Targeted Harassment 
in the Youth Sector



In this booklet,  
we explain what  
targeted harassment is, 
and how youth workers 
can prepare for it. 
 
 
The internet and social media have transformed the way we commu-
nicate, and learn as well as connect and work with one another. These 
changes have brought about countless opportunities - but equally 
many challenges. It is important that we are prepared for at least some 
of the latter. 

Youth workers employed at municipalities, civil society organizations, 
and churches may be affected by targeted harassment. Therefore, it is 
a good idea to regularly update the organization’s crisis plan to take into 
account the risk of targeted harassment (fin. “maalittaminen”). 

In the youth work sector, we may be working with volunteers or young 
people in various roles. This should be taken into account when pre-
paring for potential targeted harassment. It is the responsibility of the 
employer and voluntary work organizers to protect and minimize poten-
tial harm. Therefore, risk management and planning are essential.

The ability to identify targeted harassment as well as the creation of 
spaces to talk about such risk is crucial. Additionally, the preparation 
and updating of crisis plans for potential targeted harassment situa-
tions are equally essential. Fear of being affected by targeted harass-
ment may keep people from applying for certain positions or assuming 
representative roles.  
 
Risk management measures contribute to creating a more secure and 
protected environment for working in various roles in the youth work 
sector.



What is targeted  
harassment?

The Finnish term “maalittaminen” or 
“maalitus” translates to “targeting”. 
There is no equivalent term in Eng-
lish, and different entities use diffe-
rent words to describe the phenome-
non. For example, the police refer to 
it as “Online Targeting and Shaming”, 
while the Finnish victim support ser-
vices – such as our own through this 
booklet – use “targeted harassment”. 
The word maalittaminen describes 
this phenomenon very well: one per-
son or organization is becoming the 
target of coordinated hate and haras-
sment of a large group. 

Targeted harassment is deliberate 
and hostile behavior in which one or 
more actors encourage and incite a 
large group to attack an individual or 
entity. Often this is done by sending 
hate messages, for example, on so-
cial media. Characteristics of targeted 
harassment include not only hostile 
messages and hate speech, but also 
a large volume of messages. Note, 
that the content of single messages 
may not meet the criteria of a crimi-
nal offense.

People can be affected by targeted 
harassment through their relative or 
their employer being the actual target 

of harassment. The aim of targeted 
harassment is to silence the target or 
otherwise influence their actions. Tar-
geted harassment can be extremely 
stressful for those affected.

Targeted harassment is an occupa-
tional safety risk, and therefore it is 
an issue related to labor protection 
under Finnish law. Targeted harass-
ment affects the mental and physical 
health of an employee and their abili-
ty to perform their duties. The effects 
of targeted harassment on the vic-
tims can be long-lasting, but can be 
mitigated by the proactive, effective, 
and timely actions of an employer.

Organizations can also be affected by 
targeted harassment. In such cases, 
organized harassment usually targets 
the organization’s social media or 
general email addresses.

However, targeted harassment is 
often directed at those employees, 
representatives, or volunteers who 
appear in public. Regardless of their 
position, representatives of organiza-
tions and those perceived as such 
could become targets of coordinated 
harassment.



What do you need to know 
about targeted harassment?

What does  
the law say? 
 
When targeted harassment occurs, 
single messages or actions may not 
meet the criteria of a criminal offen-
se. However, it is possible that some 
other messages qualify as a criminal 
offense – for example, the criteria for 
an illegal threat (laiton uhkaus) under 
Finnish law. The criteria for an illegal 
threat are met if the message threa-
tens a crime that makes the recipient 
fear for their own or another per-
son’s safety, or causes fear that their 
property is in serious danger.

Targeted harassment is also an occu-
pational safety issue. Therefore, pre-
vention and intervention fall within 
the employer’s duty of care according 
to Occupational Safety and Health 
Act. 

Employers or supervisors have the 
duty to ensure the safety and health 
of all employees.

The ways targeted harassment ta-
kes place can be varied, and the 
phenomenon is not tied to a specific 
place. Therefore, targeted harass-
ment poses a particular challenge 
to risk management. As a result, it is 

especially important that as a super-
visor you prepare your co-workers 
and work community for potential 
targeted harassment cases.

 
How can you identify 
targeted harassment?

Targeted harassment is systematic 
harassment. It includes hate spee-
ch and threatening messages car-
ried out by one or more individuals. 
Sometimes the perpetrator(s) can 
be identified, other times they are 
anonymous and hide behind a user 
handle or fake name.

Check if the affected person(s) (re-
gardless of whether they are an 
employee, volunteer, or organization) 
has received many similar messages. 
Examine the content of a sample 
of messages: are they hostile? Take 
screenshots of the messages if you 
believe they constitute hate speech 
or illegal threats and report them to 
the authorities. Ideally, these screen-
shots include timestamps and sender 
information.

A high number of messages or feed-
back does not necessarily constitute 
targeted harassment. The content 



of the messages determines whet-
her it is a case of coordinated online 
protest or targeted harassment. In 
the case of valid online protest, the 
content of the messages consists of 
valid criticism and statements dire-
cted toward issues or opinions, rat-
her than personal attacks. However, 
even in such forms of protest, indi-
vidual messages can still be hate-
ful, threatening or constitute hate 
speech. These should be reported to 
the platform’s administration (and if 
necessary to the authorities). While 
such cases do not constitute target-
ed harassment, they can still cause 
stress and negative emotions for the 
recipient.

Targeted harassment is an attack 
focusing on personal matters of the 
target: the received messages may 
contain private information, false 
claims, or attempts to publicly offend 
or shame the target.

Doxing (referring to documents) 
often is part of targeted harassment. 
Doxing involves spreading personal 
information of the target to cause 
harm. This information may include 
the target’s home address, pho-
ne number, social security number, 
names of family members, or other 
private details. Doxing increases adds 
further stressors to the person(s) 
affected.

Furthermore, it is typical in cases of 
targeted harassment that statements 
by the target are misrepresented, dis-
torted, and taken out of context.





This is how you can 
address targeted  

harassment  
as a supervisor

	Ä Prepare your team for possible targeted harassment cases by 
discussing what targeted harassment is and how the organization 
will act in such situations. 

	Ä Regularly ensure that the organization’s crisis plan/crisis com-
munication plan and security measures are up to date. 

	Ä Ensure that instructions on how to deal with targeted harass-
ment are included in training sessions for volunteers and young 
participants. It is eimportant to mitigate the risk of young people 
falling victim to targeted harassment and to be well prepared for 
possible crisis situations with youth in mind. 

	Ä Employers are obliged to provide support and protection to 
employees who have been subjected to targeted harassment. 
Seek legal assistance if necessary. 

	Ä Remember that anyone can become a target – do not blame the 
employee or encourage them to stop using the internet or social 
media. Let the employee choose whether to continue using social 
media for work-related tasks. 

	Ä Ensure that the employee or volunteer can discuss and 
express their feelings confidentially and without haste or pressu-
re. Targeted harassment can evoke strong emotions in the target, 
such as anxiety, fear, shutting-down, or anger. If the person  
affected by targeted harassment does not feel that they have  
received sufficient support, it may have long-term effects on their 
well-being and ability to work. 

	Ä Even if targeted harassment is directed only at one employee in 
the organization, it is important to discuss the situation with the 
entire workforce.



What if you  
yourself become  

a target?

	Ä Do not stay alone. Contact your supervisor or the person res-
ponsible for work wellbeing and safety. Follow your organization’s 
crisis plan. 

	Ä Remain calm. Try to understand on which platforms the targeted 
harassment is taking place and who is perpetrating it. Examine 
why you or the organization have been chosen as the target – it 
may help identify the perpetrator(s). 

	Ä Take screenshots of all messages and other material where 
you or your organization are harassed. Try to ensure that the 
screenshots show the sender’s information and the timestamps 
of the messages. Keep the screenshots for potential criminal 
complaints. 

	Ä Consider whether it is good for your wellbeing to read the messa-
ges. You can also ask your supervisor or colleague to go through 
the messages and document them. 

	Ä Check the privacy settings of your social media accounts. 
Ensure that your password is secure for all your social media ac-
counts and corresponding email accounts. 

	Ä Report harassment-related content to the administrators of 
social media platforms and block the harassers. It is good to be 
aware that artificial intelligence processes reports, so the first time 
may not necessarily yield results. Identifying harassment can be 
challenging in light of AI. 

	Ä In acute situations, turn off notifications on your phone. This way, 
you can regulate what messages you see and when. This way you 
gain some control over the situation and can choose when you 
feel ready to encounter the messages. 



	Ä Discuss with your organization whether it is necessary to publish 
a response to the situation. If a response is made, it should not be 
directed at the harassers but at potential stakeholders and follo-
wers. A response provides an opportunity to correct any misin-
formation that may have been spread. The tone of the response 
should be neutral and informative, and the names or pseudonyms 
of the harassers should not be mentioned. Use discretion when 
choosing the timing and channels for publication. 

	Ä You do not need to know if the elements of a crime have been ful-
filled. Even if you are uncertain, you can still file a criminal re-
port with the relevant authorities. Attach screenshots and any 
links or other evidence of harassment to the criminal complaint. 
The police will investigate after the criminal complaint has been 
filed to determine if a crime has been committed.
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